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	ONLINE DRIVER EDUCATION SECURITY ASSESSMENT

	

	The assessment provided herein is based on the CSIS: Critical Security Controls – Version 4.1 as published by SANS and available through the website http://www.sans.org/critical-security-controls/guidelines.php.

	

	1. HARDWARE, SOFTWARE, AND INTERNET CONNECTION SPEED

	Please list the hardware and software that will be used by the provider to administer the online driver training.  Additionally, please specify the internet connection speed that will be used by the provider to administer the online training.
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	2. RISK MANAGEMENT, BUSINESS CONTINUITY, AND DISASTER RECOVERY

	Please discuss the Risk Management, Business Continuity, and Disaster Recovery plans utilized by the provider.

	     

	

	3. INVENTORY OF AUTHORIZED AND UNAUTHORIZED DEVICES (CAG CRITICAL CONTROL 1)

	(http://www.sans.org/critical-security-controls/control.php?id=1)

	

	Providers must have a method to create and maintain an inventory of authorized and unauthorized devices connected to the online provider’s network consistent with guidance in the Consensus Audit Guidelines (CAG), available on the website http://www.sans.org/critical-security-controls/.

	

	Please explain how the provider currently meets this standard.
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	4. INVENTORY OF AUTHORIZED AND UNAUTHORIZED SOFTWARE (CAG CRITICAL CONTROL 2)

	(http://www.sans.org/critical-security-controls/control.php?id=2)

	

	Providers must have a method to create and maintain an inventory of authorized and unauthorized software deployed throughout the business consistent with guidance in the CAG. 

	

	Please explain how the provider currently meets this standard.
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	5. SECURE CONFIGURATIONS FOR HARDWARE AND SOFTWARE ON MOBILE DEVICES, LAPTOPS, WORKSTATIONS, AND SERVERS (CAG CRITICAL CONTROL 3)

	(http://www.sans.org/critical-security-controls/control.php?id=3)


	

	Providers must have common configurations with documented security configurations consistent with guidance in the CAG. 

	

	Please explain how the provider currently meets this standard.
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	ONLINE DRIVER EDUCATION SECURITY ASSESSMENT (continued)

	

	6. CONTINUOUS VULNERABILITY ASSESSMENT AND REMEDIATION (CAG CRITICAL CONTROL 4)


	(http://www.sans.org/critical-security-controls/control.php?id=4)

	

	Providers must have continuous vulnerability assessment and remediation capabilities, policies and procedures consistent with guidance in the CAG and in the RA family of controls in NIST 800-53. 

	

	Please explain how the provider currently meets this standard.
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	7. MALWARE DEFENSES (CAG CRITICAL CONTROL 5)

	(http://www.sans.org/critical-security-controls/control.php?id=5)

	

	Providers must have anti-malware technologies and configure them consistent with the guidance in the CAG. For the purposes of this control mobile devices do not include smartphones however; providers are strongly encouraged to evaluate the need for anti-malware technologies for smartphones and other handheld devices to the extent that they are in use within the scope of the enterprise. 

	

	Please explain how the provider currently meets this standard.
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	8. APPLICATION SOFTWARE SECURITY (CAG CRITICAL CONTROL 6)

	(http://www.sans.org/critical-security-controls/control.php?id=6)

	

	Providers must utilize application security controls consistent with the guidance in the CAG. 

	

	Please explain how the provider currently meets this standard.

	     

	

	9. WIRELESS DEVICE CONTROL (CAG CRITICAL CONTROL 7)

	(http://www.sans.org/critical-security-controls/control.php?id=7)

	

	Providers must have controls to protect wireless devices which are consistent with the guidance in the CAG. 

	

	Please explain how the provider currently meets this standard.

	     

	

	10. DATA RECOVERY CAPABILITY (CAG CRITICAL CONTROL 8)

	(http://www.sans.org/critical-security-controls/control.php?id=8)

	

	Providers must have data recovery capabilities consistent with guidance in the CAG. 

	

	Please explain how the provider currently meets this standard.

	     





	ONLINE DRIVER EDUCATION SECURITY ASSESSMENT (continued)

	

	11. SECURITY SKILLS ASSESSMENT AND APPROPRIATE TRAINING TO FILL GAPS (CAG CRITICAL CONTROL 9)

	(http://www.sans.org/critical-security-controls/control.php?id=9)

	

	Providers must have security education and training capabilities consistent with guidance in the CAG and in the AT family of controls in NIST 800-53. 

	

	Please explain how the provider currently meets this standard.

	     

	

	12. SECURE CONFIGURATIONS FOR NETWORK PORTS, PROTOCOLS, AND SERVICES (CAG CRITICAL CONTROL 10)

	(http://www.sans.org/critical-security-controls/control.php?id=10)

	

	Providers must have controls to limit the use of network ports and services to only those that have a business purpose. Further, providers should periodically review existing ports and services to ensure that the need remains.  

	

	Please explain how the provider currently meets this standard.

	     

	

	13. SECURE CONFIGURATIONS FOR NETWORK DEVICES SUCH AS FIREWALLS, ROUTERS AND SWITCHES  (CAG CRITICAL CONTROL 11)

	(http://www.sans.org/critical-security-controls/control.php?id=11)


	

	Providers must have standard secure configurations for all network devices deployed within the business consistent with guidance in the CAG.

	

	Please explain how the provider currently meets this standard.

	     

	

	14. CONTROLLED USE OF ADMINISTRATIVE PRIVILEGES (CAG CRITICAL CONTROL 12)

	(http://www.sans.org/critical-security-controls/control.php?id=12)

	

	Providers must have controls around administrative privileges consistent with the guidance in the CAG

	

	Please explain how the provider currently meets this standard.

	     

	

	15. BOUNDARY DEFENSE (CAG CRITICAL CONTROL 13)

	(http://www.sans.org/critical-security-controls/control.php?id=13)


	

	Providers must have boundary defenses consistent with the guidance in the CAG. 

	

	Please explain how the provider currently meets this standard.

	     





	ONLINE DRIVER EDUCATION SECURITY ASSESSMENT (continued)

	

	16. MAINTENANCE, MONITORING, AND ANALYSIS OF AUDIT LOGS (CAG CRITICAL CONTROL 14)

	(http://www.sans.org/critical-security-controls/control.php?id=14)

	

	Providers must have auditing and logging capabilities consistent with guidance in the CAG and the AU family of controls within NIST 800-53. 

	

	Please explain how the provider currently meets this standard.

	     

	

	17. CONTROLLED ACCESS BASED ON THE NEED TO KNOW (CAG CRITICAL CONTROL 15)

	(http://www.sans.org/critical-security-controls/control.php?id=15)

	

	Providers must have access controls based upon the principles of need-to-know and least privilege consistent with guidance in the CAG and the AC family of controls in NIST 800-53. 

	

	Please explain how the provider currently meets this standard.

	     

	

	18. ACCOUNT MONITORING AND CONTROL (CAG CRITICAL CONTROL 16)

	(http://www.sans.org/critical-security-controls/control.php?id=16)

	

	Providers must have controls to monitor and control system and user accounts consistent with the guidance in the CAG. 

	

	Please explain how the provider currently meets this standard.

	     

	

	19. DATA LOSS PREVENTION (CAG CRITICAL CONTROL 17)

	(http://www.sans.org/critical-security-controls/control.php?id=17)

	

	Providers must evaluate the need for data loss prevention technologies within their environments. Providers that handle, store or process sensitive, confidential or other information that is required to be protected by law, regulation or Executive Order must implement data loss prevention technologies consistent with the guidance in the CAG. 

	

	Please explain how the provider currently meets this standard.

	     

	

	20. INCIDENT RESPONSE AND MANAGEMENT (CAG CRITICAL CONTROL 18)

	(http://www.sans.org/critical-security-controls/control.php?id=18)

	

	Providers must have incident response capabilities consistent with the guidance in the CAG including but not limited to developing policies and procedures for how incidents will be handled. Additionally, providers should test their incident response procedures periodically to ensure they remain viable. 

	

	Please explain how the provider currently meets this standard.

	     




	ONLINE DRIVER EDUCATION SECURITY ASSESSMENT (continued)

	

	21. SECURE NETWORK ENGINEERING (CAG CRITICAL CONTROL 19)

	(http://www.sans.org/critical-security-controls/control.php?id=19)

	

	Providers must follow secure network engineering/architecture standards which are consistent with guidance in the CAG. 

	

	Please explain how the provider currently meets this standard.

	     

	

	22. PENETRATION TESTS AND RED TEAM EXERCISES (CAG CRITICAL CONTROL 20)

	(http://www.sans.org/critical-security-controls/control.php?id=20)

	

	Providers must perform penetration testing on a periodic basis to ensure the effectiveness of the implemented controls. Additionally, providers should consider having external teams perform exercises to further assess the efficacy of their defenses consistent with guidance in the CAG. 

	

	Please explain how the provider currently meets this standard.

	     

	

	CERTIFICATION STATEMENT

	I hereby certify I am the authorizing official of this online driver education program and the information contained herein is true and accurate. I have read, understand, am familiar with, and am responsible for knowing and understanding the security provisions governing online schools and online instruction as those provisions are set forth in Chapter 4508. of the Revised Code and Chapter 4501-7 of the Administrative Code. I, further understand that a false statement on this document constitutes falsification under section 2921.13 of the Revised Code, which is a first degree misdemeanor, and may also result in the denial, suspension, or revocation of my online provider license.
To all herein I so certify and attest with my signature below. 

	

	SIGNATURE OF THE AUTHORIZING OFFICIAL
X
	DATE OF SIGNATURE
     


	


	STATE OF OHIO
	
	
	

	COUNTY OF
	
	
	
	

	The foregoing instrument was acknowledged before me this
	
	day of
	
	,20
	
	, by.
	

	
	
	
	
	

	NAME OF PERSON ACKNOWLEDGED
	
	

		
	X
	
	
	




	NOTARY PUBLIC
	My commission expires
	
	, 20
	

	
	
	
	
	

	PRINTED NAME
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